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effective until approval has been given by
the Office of Management and Budget.

§ 64.2007 Notice and approval required
for use of customer proprietary net-
work information.

(a) A telecommunications carrier
must obtain customer approval to use,
disclose, or permit access to CPNI to
market to a customer service to which
the customer does not already sub-
scribe to from that carrier.

(b) A telecommunications carrier
may obtain approval through written,
oral or electronic methods.

(c) A telecommunications carrier re-
lying on oral approval must bear the
burden of demonstrating that such ap-
proval has been given in compliance
with the Commission’s rules in this
part.

(d) Approval obtained by a tele-
communications carrier for the use of
CPNI outside of the customer’s total
service relationship with the carrier
must remain in effect until the cus-
tomer revokes or limits such approval.

(e) A telecommunications carrier
must maintain records of notification
and approval, whether oral, written or
electronic, for at least one year.

(f) Prior to any solicitation for cus-
tomer approval, a telecommunications
carrier must provide a one-time notifi-
cation to the customer of the cus-
tomer’s right to restrict use of, disclo-
sure of, and access to that customer’s
CPNI.

(1) A telecommunications carrier
may provide notification through oral
or written methods.

(2) Customer notification must pro-
vide sufficient information to enable
the customer to make an informed de-
cision as to whether to permit a carrier
to use, disclose or permit access to, the
customer’s CPNI.

(i) The notification must state that
the customer has a right, and the car-
rier a duty, under federal law, to pro-
tect the confidentiality of CPNI.

(ii) The notification must specify the
types of information that constitute
CPNI and the specific entities that will
receive the CPNI, describe the purposes
for which CPNI will be used, and in-
form the customer of his or her right
to disapprove those uses, and deny or
withdraw access to CPNI at any time.

(iii) The notification must advise the
customer of the precise steps the cus-
tomer must take in order to grant or
deny access to CPNI, and must clearly
state that a denial of approval will not
affect the provision of any services to
which the customer subscribes.

(iv) The notification must be com-
prehensible and not be misleading.

(v) If written notification is provided,
the notice must be clearly legible, use
sufficiently large type, and be placed in
an area so as to be readily apparent to
a customer.

(vi) If any portion of a notification is
translated into another language, then
all portions of the notification must be
translated into that language.

(vii) A carrier may state in the noti-
fication that the customer’s approval
to use CPNI may enhance the carrier’s
ability to offer products and services
tailored to the customer’s needs. A car-
rier also may state in the notification
that it may be compelled to disclose
CPNI to any person upon affirmative
written request by the customer.

(viii) A carrier may not include in
the notification any statement at-
tempting to encourage a customer to
freeze third party access to CPNI.

(ix) The notification must state that
any approval, or denial of approval for
the use of CPNI outside of the service
to which the customer already sub-
scribes to from that carrier is valid
until the customer affirmatively re-
vokes or limits such approval or denial.

(3) A telecommunications carrier’s
solicitation for approval must be proxi-
mate to the notification of a cus-
tomer’s CPNI rights.

[63 FR 20338, Apr. 24, 1998, as amended at 64
FR 53264, Oct. 1, 1999]

EFFECTIVE DATE NOTE: At 64 FR 53264, Oct.
1, 1999, § 64.2007 was amended by removing
paragraph (f)(4). This amendment contains
information collection and recordkeeping re-
quirements and will not become effective
until approval has been given by the Office of
Management and Budget.

§ 64.2009 Safeguards required for use
of customer proprietary network
information.

(a) Telecommunications carriers
must implement a system by which the
status of a customer’s CPNI approval
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can be clearly established prior to the
use of CPNI.

(b) Telecommunications carriers
must train their personnel as to when
they are and are not authorized to use
CPNI, and carriers must have an ex-
press disciplinary process in place.

(c) All carriers shall maintain a
record, electronically or in some other
manner, of their sales and marketing
campaigns that use CPNI. The record
must include a description of each
campaign, the specific CPNI that was
used in the campaign, the date and pur-
pose of the campaign, and what prod-
ucts or services were offered as part of
the campaign. Carriers shall retain the
record for a minimum of one year.

(d) Telecommunications carriers
must establish a supervisory review
process regarding carrier compliance
with the rules in this subpart for out-
bound marketing situations and main-
tain records of carrier compliance for a
minimum period of one year. Specifi-
cally, sales personnel must obtain su-
pervisory approval of any proposed out-
bound marketing request.

(e) A telecommunications carrier
must have an officer, as an agent of the
carrier, sign a compliance certificate
on an annual basis stating that the of-
ficer has personal knowledge that the
company has established operating pro-
cedures that are adequate to ensure
compliance with the rules in this sub-
part. The carrier must provide a state-
ment accompanying the certificate ex-
plaining how its operating procedures
ensure that it is or is not in compli-
ance with the rules in this subpart.

[63 FR 20338, Apr. 24, 1998, as amended at 64
FR 53264, Oct. 1, 1999]

EFFECTIVE DATE NOTE: At 64 FR 53264,
Oct.1, 1999, § 64.2009 was amended by revising
paragraphs (a), (c), and (e). These paragraphs
contain information collection and record-
keeping requirements and will not become
effective until approval has been given by
the Office of Management and Budget.

Subpart V—Telecommunications
Carrier Systems Security and
Integrity Pursuant to the Com-
munications Assistance for
Law Enforcement Act (CALEA)

SOURCE: 64 FR 51469, Sept. 23, 1999, unless
otherwise noted.

§ 64.2100 Purpose.

Pursuant to the Communications As-
sistance for Law Enforcement Act,
Public Law 103–414, 108 Stat. 4279 (1994)
(codified as amended in sections of 18
U.S.C. and 47 U.S.C.), this subpart con-
tains rules that require a telecommuni-
cations carrier to ensure that any
interception of communications or ac-
cess to call-identifying information ef-
fected within its switching premises
can be activated only in accordance
with appropriate legal authorization,
appropriate carrier authorization, and
with the affirmative intervention of an
individual officer or employee of the
carrier acting in accordance with regu-
lations prescribed by the Commission.

§ 64.2101 Scope.

The definitions included in this sub-
chapter shall be used solely for the pur-
pose of implementing CALEA require-
ments.

§ 64.2102 Definitions.

(a) Appropriate legal authorization.
The term appropriate legal authorization
means:

(1) A court order signed by a judge or
magistrate authorizing or approving
interception of wire or electronic com-
munications; or

(2) Other authorization, pursuant to
18 U.S.C. 2518(7), or any other relevant
federal or state statute.

(b) Appropriate carrier authorization.
The term appropriate carrier authoriza-
tion means the policies and procedures
adopted by telecommunications car-
riers to supervise and control officers
and employees authorized to assist law
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